
Cybersecurity
Bad actors continue to target public 
entities, exploit victims, and cause 
disruption through cybersecurity attacks. 

We understand that this is not your organization’s
top challenge or concern - and it shouldn’t be. With 
in-place controls, your organization can reduce the 
likelihood and/or impact of a cybersecurity incident.

VRSA offers cybersecurity resources and services to 
help you identify and implement controls. Our financial 
strength allows us to offer comprehensive cybersecurity 
protections, despite increasing costs in the reinsurance 
market. VRSA’s cyber protections include:

Coverage 
Highlights

•	 Cyber coverage available 
since 2012.

•	 Social engineering 
protections added in 2018.

•	 Cyber defense attorney 
manages each incident to 
ensure our commitment to 
service is met.

•	 Robust training, services, 
and resources including 
free, unlimited courses 
included through VRSA’s 
Online University.

•	 Access to a free 
cybersecurity application 
with security healthcheck 
and sample incident 
response plans.

•	 Cyber resources include 
prevention measures, 
incident response, and a 
cyber inventory register.
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VRSA recommends the following minimum standards:

•	 Privacy liability
•	 Network liability

•	 Data breach expenses
•	 Social engineering

•	 Cyber awareness training
•	 Password complexity
•	 Firewalls
•	 Backups for key systems and 

databases
•	 Patch management
•	 Encryption while data is 

stored and in transit
•	 Endpoint Detection & 

Response (EDR) solution

•	 Multi-Factor Authentication 
(MFA) for remote access, 
laptops and privileged access

•	 Secure Remote Desktop 
Protocol (RDP)

•	 Incident response plans
•	 Active directory/service 

accounts
•	 E-mail filtering


